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Chapter 1
everything is a system



Everythingis a system




Everythingis a system
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Whatis a system

e A collection of components that work together
e Hasinputsand outputs

e Has boundaries(what's inside, what's outside)



Exercise

e
Design a pizza shop :







What s a distributed system

e Multiple computers working together as a single system
e (Components may be physically separated
e [Designed to handle and across multiple

locations
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Common System
Components



C ompohent

Role

Client Sends reguests, displays dota
to users

Database Stores, updaJres, and retrieves
dota

Server Processes requests, business

logic

L_ood Balancer

Distributes incomir\a traf-Fic to
Keepg +hin3¢:~ r‘unning smooJrhly

Cache

Mokes things Foster by
temporarily storing data




client

Example +\,/Pec5 Ingqus Ou+!9u+<5
® DBrowsers ® User actions ® Server requeerc;
e Mobile apps o Ul uPdaJres

e TVs



server

Example +\,/Pes Ir\gu+9 Ou+gu+9
e web server ® reguests ® responses (HT™ML,
o AP JSON, etc)
® video processor ® server reguests

® database queries
e modified data



load balancer

Example +\,/Pes Ingu’rs Ou+!9u+<5
o software LB ® requests e routed requests

® hardware LB



database

Examples +\I/Pe<5 Ingqus Ou+Pu+9‘
relational (sQL) ® gueries e data
hon-relational ® status response
(Nos@l) ° olojechs (imaﬂes,
«;Pecializeol (Grraph, etc)

objec’r—orierﬁred,
vector, etc)



Example +\,/Pe§

client
server
CDN's
in-memory

cache

Ihgqus
° keys

Ou+!9u+9

® cached data



message queue

Examgles |n|2u+9 Ou+gu+s
° Poir\+-+o—Poin+ ° messages ° messoges

° Pub\i;h/ subscribe



cohhection

in Pu+ ou+|9u+
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Exercise

Visualizing the flow



-

Everything is a system with inputs,
outputs, and boundaries

-> All distributed systems have common

e 2

building blocks with specific roles

Understanding systems helps you see
both the individual components and
how they all work together

Summary

everything isa
system




Chapter 2
now to bulld anything



Core elements of system design

e J[ranslating business requirements
e [esigning APl and architecture

e Understanding technology and trade offs



Exercise

Design a ToDo App



what are the r'equir'emen+9?

® creaote a todo
® read a todo
e edit a todo

e delete a todo









ToDo

What core features do we need to
support?




Strategy

1. Scope the problem
2. Designthe high-level architecture

3. Address key challenges and tradeoffs



Chapter 3
Understanding the
elgelslising



Functional
Requirements



what are the r'equiremen-l-s?



Functional requirements

Functional Non-Functional

Describe what the system Describe how the system should
should do perform



Functional requirements

What are the core features?
What should users be able to do?

Who are the users?
Are there different types of users?

How do users interact with the system?
What devices are supported?

Are there edge cases to consider?
What are the constraints?



Functional requirements

User should be able to view the menu of pizzas and toppings

User should be able to order a pizza

User can only order 1pizza at a time \
There is only 3 sizes of pizza A

Aot

gy

A pizza can have at most 3 toppings




Exercise

Functional requirements

[0s [



Exercise

Functional requirements

1. Create 3-5 questions to ask
2. Create 5-8 core functional requirements for each

Banking app A link shortening service




Functional requirements

reate
ead
Pda-l-e

elete



ToDo

Functional
Requirements

Create the functional requirements
for the ToDo app




CAP Theorem
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Quality

Reliabilit The ability for a system to function correctly over time

y

Availability Resiliency

How well does the system handle

The proportion of time a system is :
failures

operational and accessible

Consistency

How well does the system ensure that
all users see the same data at the
same time



CAP Theorem

Consistency

Every read receives the most recent
write or error

Availability

Every request receives a(non-error)
response

Partition

TFelgsanoentinues to operate
even if messages are delayed or lost



CAP Theorem

Any distributed system can only guarantee 2 out of  at
the same time

Consistency
Availability
Partition
Tolerance




CAP Theorem

trade of-fs



CAP Theorem

pick two trode off
oA Only—works without hetweorlcissues
C+P Always show the latest data but
unreliable Perf—ormanae
A+ P Always responds but might show

outdated data



Exercise

Making Trade Offs



Takeaways
CAP Theorem

=> In distributed systems, network failures will
happen

=> You must decide: is it more important to
have the latest data or to always be
available?

=> There’s no “perfect” system. Trade-offs are
necessary




System Quality



System Quality

Reliability

o Availability
o Resiliency
o Consistency
Observability
Security
Scalability
Adaptability
Performance
o Latency

o Throughput



System Quality

Observability Security

The ability to know what is happening The ability to safeguard your system
in your system and its data



System Quality

Scalability Adaptability

The ability handle increases or The ability to handle changing
decreases in system usage requirements or user behaviors



System Quality

Performanc
e
Latency Throughput
How quickly does the system respond How much data can move through

the system at a given time



Non-Functional
Requirements



Non-Functional requirements

e How many users do we expect?
What is the average RPS?
Does this number change over time?

e How consistent does the system need to be?
Is it acceptable for users to see slightly outdated data?

e What metrics are important?
What is the maximum latency?

e \What data needs to be protected?



Exercise

Non-Functional requirements

[0s [



Chapter 4
Nign-level design



High-level design

1. Modeling

2. Architectural Design



Modeling

[ requirements J
. . W _ W endpoints
Lenntymodelmgj { APl design J { (optional) J




Modeling

Entity modeling API Design

Define the main functional Define the actions and
elements operations of the system



Protocols



Protocols

Kev Characteristics Common use cases
14

e simple e web browsers
® humah readable
® supported by all
browsers
® stateless

yper | ext [ransport Protocol



Protocols

Ke\l/ Characteristics Common use cases
e Dbidirectional e chat applications
commuhication e Live dashboards
e persistent e Collaborative ealiJring
cohhnection

° low—la’rer\cy
o stateful



Protocols

Ke\l/ Characteristics Common use cases
® one-way e News feeds
communhication ® Status updoﬂ'es
(server to client) ® Stock tickers

® human readable
°



Protocols

emote

Ke\l/ Characteristics

° Ioinar'y protocol
(HTTP/2)

° S+rongly—+yped
contracts (proto
buffs)

® requires code
ﬁeneraﬁon

rocedure Call

Common use cases

Microservice
commuhication
Performance
critical 9y9+em<5
loT devices



Protocols

Ke\l/ Characteristics Common use cases
* multiple endpoin’r; ® single-sources of
e human readable dota
) GuPPor'+eo| by all e CRUD apps

browsers o eosiy cached data

® stateless

presentational State Iransfer



Protocols

Graph

uery

Ke\l/ Characteristics

anguage

single endpoint
Pr‘ecise data
retrieval
Gelﬁ—documenﬂhﬁ
API

strongly +ypeal

Common use cases

complex or mu\+iple
sources of data
(Facebook
homepage)

apps supporﬁna
multiple client +ypee
decouplina
Frontend From

backend
developmerﬁr



Pr'o+oco| cheat sheet*

Is this internal
service-to-service
commuhication?

consider

\ 3KPC

Yes.

No

l

Do you need real-

Do you heed bi-

time updates? — Yes L 4 directional
commuhication?
| T
No No

Do you have complex \

data From many  |—ves—
sources>

Server-Sent
Events

*General advice. Not intended to be
Prescr'ipﬁve



Protocols

Case Studies

1.

A stock trading dashboard showing real-time price updates

A document editor where multiple users collaborate simultaneously
A food delivery app that needs to show the delivery driver's location
An API for a banking system used by multiple client applications

Communication between microservices in a video processing pipeline



High-level design

Components Data and request flow

Describe how the components

Sketch the major system )
Interact

components



ToDo

e |dentify the entities
e [esignthe API
e [escribe the data flow




Scaling Up



Scaling Up

how do we scale our
9y9+em?
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Scaling

more power more machines

ver-tical horizontal
scaling scalina



Sca I i n g "Gcalin@ uP"

Vertical Sca\inﬂ

DeFinition increase PerPormance by addina more power
(CPU, RAM, GPU, etc) to a machine

Pros ® simple to imPIemer\+
® no code changes requir‘ed
® easier maintenance

Cohs e physical limits of hardware
® expensive to scale uP/clowr\
® decreased resiiency



Sca I i n g "Gcalil’lﬁ out'

Horizontal Scalin@

Definition increase PerPormance by addina more machines

Pros e eosily scales up/down with trafFic
° hiﬁh availalai\ier
® increased Fault tolerance

Cohns ® r'equir'es orchestration
® con require code changes



Scaling

omain

ame

-

A

L

+odoapp.com 35.162.50.45

ystem

browser

v

35.162.50.45




Load Balancers

o distributes traftfic evenly
across services
lood balancer ® con act as a gateway fFor
rouﬁna
e handles health checks and
Failovers



Load Balancers

o distributes traftfic evenly
/mobie across services
® con act as a gateway fFor
rouﬁna
e handles health checks and
Failovers

load balancer




Load Balancers

A\aor‘iJrhm Dec;cr‘iPJriOH

Round Robin Requests distributed sequentidlly to each server
in rotation

Least Sends requests to server with Fewest active
Connections cohnections

Least Selects server with lowest response time
I_a+ency
IP Hash Uses client IP address to determine server

(consistent hashinﬂ)



ToDo

e Scale our system!




Takeaways
=> High-level system design is about : ) :
focusing on the main components and ngh |€V6| deSIQH

their interactions

=> Scaling means trade-offs. Vertical
scaling is easier but has limits.
Horizontal scaling increases flexibility
but requires more operational overhear.




Chapter 5
detalls



Data Storage



Data Storage

‘At the end of the day, most ofF
what you do is reading from and

writing to a database.



Dimensions

structured vs unstructured
persistent vs

ephemeral

read-optimized vs write-optimized

consistency vs availability



Types of data

® images
e videos
[



Data Dtorage

Relational Non-Relational
e "SOL” e “NoSOL”
e Structured data with e Semiorunstructured data
relationships e Flexible

e Enforcedschema
e ACIDtransactions



Relational

Structured
—data
=> Customer => Order -> Pizza
® id — & id | id
€ name — T——>4¢ Customerid | 1~ @ type
€ email € Pizzaid e ® size
€ address € total cost € toppings
€ phone number € status € cost
& credit card




Relational

Atomicity

Each transaction is
all-or-nothing. Either every
operation succeeds, or none do

Isolated

Concurrent transactions do not
interfere with each other. Each
runs as if it were alone

Consistent

Transactions always follows the
rules set for the database

Durable

Once a transaction is saved, its
changes are permanent



Non-relational

Stores data as flexible, structured documents
Document  (jike yson)

Key-valu e Storesdata as simple pairs of a unique key and its
value

Organizes data into columns instead of rows for fast

Column retrieval of similar data

Stores data as nodes and relationships, making it
easy to represent and query connections

Graph



Data Storage

how do scadle our data
9+or'aae?



Sharding

A-M dotdbase

write

load balancer
N-zZ

write

\

database



Partitioning

Lists

. user_id
. hame

Tosks

|

. id

. list_id

. description
. completed




Caching



_ load balancer —3  web server ———P APl cerver i———>p
database

client

which is going to be Faster?

e cache

client



Caching

Reduces latency
Improves user experience
Decreases system |load
Lowers costs

Always
Be
Caching



examples types of data

® local storage ® user Pref—erenoes
® HTTP cache ® respohses
e HTML, Js, Css

browser

® in-memory ) comPqued results
® disc cache ® APl responses

APl service

° Prequenﬂy accessed
® query coache reod dota
Winns o butfer pool e indexes
® guery results

° Fac;ﬂy, Ak .amai ® static assets
CDN Y Open—conned



Cachelnvalidation

how do we keep our
cache up to date?



Wrap



